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An increasingly critical problem confronting cor@de computing and programmer capability is the ikab
ity of computer programs to record and analyzedhtre execution of the program and data in realdi This
lack of traceability prevents true autonomic (dedhling) computing and prevents real-time and perema
analysis of exactly what executing program statémand data are actually processed. Therefore, @am-c
puters become millions of times more powerful army@m environments become ever more complex and
critical, the programmer is still using tools devpéd at the dawn of computing—tools like step dgingg
reconstruction of events, and guessing--to atteimpinderstandvhat happened, rather than simply observing
exactly what happened and automatically implemgrttine autonomic computing to self-heal the program

In this paper | present a techniquBtectronic Program Auditing—and a software tooFhe Real-Time
Program Audit—designed to capture and record all of the exegusiource program statements in virtually
any programming language, along with all of theadaging processed and the moment-in-time of theraent
execution without programmer intervention. Thishteque and unique tool provide a video-camera-like
recording of the exact environment of the entiregoam execution (or selected conditions of the @i@t) as
the program executes—thus delivering the potemtiairue autonomic computing and capturing previgusl
unrecorded critical information. This paper presemy technique and tool, some actual and possiiydica-
tions, and evidence of the value of my approach.

1 Introduction

Today’'s computer hardware is incredibly powerfuidéed, IBM recently announcex supercomputer reaching 1.026
petaflops (1 petaflop is equal to a quadrillionpae thousand trillion, calculations per secondl) However, much of that
processing power is wasted, since even the labéisvare cannot come close to fully harnessing @ &rly utilizing the
information generated.

Current corporate computer software programminguages were introduced more than a decade agq (da\895);
COBOL, introduced in 1959, has been in use for daéntury [2,3]. When all these corporate langsagere introduced,
computers were millions of times less powerful tihay are today, and software applications andrenmients were
significantly more simple than the sophisticategl@ations and hardware now driving corporate cotimge—including
for example, the “stream computing” for real-timetaanalysis that IBM introduced in May 20@9.

Full Electronic Program Auditing [5]—which | defires “the complete real-time recording, auditingd analysis of
all executing computer source statements, all gatgessed, and the moment-in-time of each stateewattution to
electronic storage (normally disk)"—is the most wins, comprehensive, and powerful technique forbkng today’'s
software to take full advantage of today’s hardwanel application requirements and implementatioe @utonomic
computing [6]. Electronic program auditing providasvideo-camera-like, real-time permanent recordewérything
happening in the computer.

This ability to record and verify exactly what Hasppened (or is happening) inside the computerpatrticular mo-
ment has widespread usefulness in matters of carseq, as in true Autonomic Computing. Since fetlarding, audit-
ing, and analysis of all program execution alloasd permanent and unalterable record of the aptegjram execution,
this technigue could be used, for example, to exgotancial fraud; provide verification—without thmossibility of
alteration—of actual ballots cast in an electiongd grovide proof of transactions for Sarbanes-Oxkgislation [7]
purposes. The importance of moment-to-moment eatifin of activity has already been recognizedtireocontexts: For



instance, the city of London [8], hotel casinos @id even cruise ships [10] have installed thodsarf video cameras to
record and analyze virtually all public activity order to provide a true, unaltered, real-time, apdtemporaneous
permanent record of significant activity.

Electronic program auditing was initially implemedtby using a patented software inventidghe-Real-Time Pro-
gram Audit (RTPA) [11]—to make existing programming languages capatlrecording to disk the execution of all
source statements, data processed, and the mofrténeas a pre-processor to make the existingcgostatements smart
enough to record their execution in real time, togewith all data processed.

Figure 1 shows a partial source program in a fogeyét programming language that is an exampledaktime pro-
gram auditing. The executable source statementsvéhda semi-colon, similar to Java and C++ prograng languages,
and contain programming language commands thatwadéed based on the command, and program varididesare
audited with the data processed by the executeigrsient. This source program reads a data file ddd@elr AFILE and
converts the program variable DATA to hexadecintab(hexadecimal characters in a program variaklexper input
data character) using a functiomthc, then the program converts the hexadecimal variabkk into the input variable
character data with functiavtch. This sample source program is a modified souma favww.rpgworld.com.

0001.00 H BNDDIR('QC2LE")

0002.00 H Dftactgrp(*NO)

0003.00 * Source program from www.rpgworld.com

0004.00 fdatafile if e disk

0005.00

0006.00 D cvthc PR extpr oc(‘cvthc')
0007.00 D szRtnHexVar 65532A OPTIO NS(*VARSIZE)
0008.00 D szSourceVal 32766A CONST OPTIONS(*VARSIZE)
0009.00 D nHexLen 101 0 VALUE

0010.00

0011.00 D cvtch PR extpr oc(‘cvtch’)
0012.00 D szRtnCharVar 32766A OPTIO NS(*VARSIZE)
0013.00 D szlnputHex 65532A CONST OPTIONS(*VARSIZE)
0014.00 D nHexLen 101 0 VALUE

0015.00

0016.00 D szHex S 40A

0017.00 D szChars S 20A

0018.00 D Result S 40A

0019.00

0020.00 /free

0021.00 // Source program example from www.rpgwor Id.com
0022.00 read datafile;

0023.00 dow not %eof(datafile);

0024.00 // convert character to hex

0025.00 cvthec(szHex : data : %len(data )*2);

0026.00 eval result = szHex;

0027.00 if (szHex <> *blanks);

0028.00 // convert hex to character

0029.00 cvtch(szChars : szHex : %len(%TrimR(szHe X)));

0030.00 eval result = szChars;

0031.00 endif;

0032.00 read datafile;

0033.00 enddo;

0034.00 eval *inlr = *on;

0035.00 return;

0036.00 /end-free

Figure 1. Source program for electronic program auditing.

Future programming languages could easily incotgottais real-time RTPA audit recording, auditingdaanalysis
capability directly into the language itself. Arftetpowerful business intelligence (BI) [12] toofstaday could be linked
directly into these programming languages in otdgarovide real-time analysis and autonomic conmguti

The processing transactions—relatively small in banmin comparison with the exponentially increagiogver of the
computer—can easily be fully program-audited, stoend analyzed with electronic program auditing BTPA without
noticeable processing overhead.

The reality of corporate business computing is thatvast majority of computing processes a quitalsnumber of
transactions—typically, several thousands of custoonders, invoices, inventory transactions, emgdogayroll process-
ing, etc., in a typical program execution, rathert millions or billions of transactions. And thenmber of transactions



processed each year in a typical application, sixchdata on the students in a university, gets masementally larger
even if the business grows rapidly. Another chamstic of corporate business computing is thatatporate databases
such as customer, inventory item, employee angaetion activity are typically changed or updatgdbrmal transaction
processing, making rerunning or reconstructionhef ¢xact same processing conditions in exactlysttree processing
environment (including time) impossible.

State of the Art. There are many program step-through debuggersasttee program debuggers, and capture-replay
techniques and tools [13,14,15] that attempt tpldisthe details of program statement executiohofthese techniques
have critical limitations in that they stop the gram execution (as in debuggers), allow programdatd alteration, or
capture only selected parts of the program execuédnod require programmer intervention and knowdedigthe program.
These debuggers can provide, at best, a tiny paheoinformation needed for program analysis. dlthese techniques
fail to provide the exact processing conditiongtees original processing program, as at least time thas changed and
other programs may be altering or have altereddia files. However, there is no known softwargeothan the Real-
Time Program Audit (RTPA) that provides full elemiic program recording, auditing, and analysis lbfeaecuting
program statements and all data processed inine@lats the program executes, without interventiwh without program
or data alteration, while providing a permanenbrdaf the original exact environment of the pragrexecution for real-
time or future analysis.

Advantages of This Approach.The objective of recording, auditing, and analyziing entire program statement exe-
cution, all data processed, and the moment-in-tmreal time (as in video-camera recording) is sanparadigm-shifting,
powerful, and takes advantage of advancing compmateability and greatly reduced cost. This objectias been proven
to be easily achievable in multiple programmingglasmges, and it does not require any programmeperational inter-
vention at the time of program execution.

Real-time recording, auditing, and analysis of dniginal program execution, with the exact data andditions at
original program execution, provides a permanenbne of exactly what happened, thereby eliminating need for
program rerunning, debugging, and guessing whapéragd. And the wealth of information recorded fribra executed
source statements, data, and moment-in-time prsvigdfermation for real-time autonomic computing simess analysis
and optimization, and business intelligence thabispossible without full electronic program aurljt

The programmer and operations need not even besahat electronic program auditing is being perfednby the
smarter enabled source program, which, like a cdadevideo camera, provides a permanent and ursiéruecord of
events. Electronic program auditing, like that pded by RTPA, audits and records in real time, dngs not change or
alter the program statements or data, as doesdabsgging software.

Newly emerging software, such as the IBM Systene&-time business analysis [16] would benefit dyelay using
Real-time Program Audit output, including data mssed, to view not only externally available dada nwritten to disk
by other programs, but also the information of éixecuting source statements and all data process#ue majority of
program computation and data is never written teral files. Only electronic program auditing reg® and audits the
actual program statement computations and datarbof every statement executed and thus elimirthee®pportunity
for fraud by manipulating summarized data. For gxamthe classic fraud of altering summarized \@timachine tabula-
tions by adding 25 votes to one candidate’s taat$ subtracting 25 votes from a competing candsdtatial vote count is
exposed (and thus prevented) only by electronignam auditing which audits the computation and saniration of each
and every voter. Additionally, electronic prograodding as in RTPA provides the capability for lalgically related sub-
programs in an application to be sequenced by thment-in-time each statement was actually execusggrdless of the
architecture or structure of the programs.

2 Real-Time Program Audit Technique

The Real-Time Program Audit (RTPA)[11] software mlktechnique is to enhance the capability of seyprograms
in virtually all corporate (mainstream) programmilegnguages to record the execution of source progtatements
(including auditing all source statements executingeal time, all data processed, and the mometitvie) to an inde-
pendent audit log or receiver. This independenttdog file is normally a disk file.

Thus, the RTPA auditing provides full electroniogram auditing by enabling or enhancing the inpuirse program
to audit itself, even if the programming languagesinot provide recording and auditing capability.

2.1 Overview of the Approach



This technique consists of two phases: audit-englir enhancing the original input source prograwh the resulting
executable object program to make it smart enoagioimpletely audit its execution, and then exegutire audit-enabled
object program in the normal program execution iemrnent to produce the real-time audit file andiasgool file and
real-time business analysis. Future programminguages could easily provide this auditing capab#is part of the
standard programming language capability by prawjdior the automatic auditing and recording of &lithe source
statements and data executed similar to currekffitisjournaling.

2.2 Audit-Enabling the Original Input Source Program

Figure 2 shows the initial implementation of fulketric program auditing in the Real-Time PrograndA (RTPA),
U.S. Patent 6,775,827 [17], as a pre-processoritibats source programs of audited programminguaggs, copies the
source program to an enabled source program, émasathe enabled program source statements tollyeafudited and
recorded in real time during program execution toge with all data processed, and outputs an exghmd enabled
source program. Executable program object prograrascompiled from the enabled source programs aw lthe
capability of auditing themselves during programe@xion. The audit default is to record and aullliexecuting program
statements and all data processed. However, exéeosnditional auditing is also provided to alloeetis and auditing on
issues of interest.

RTPA provides real-time full recording and auditicepability of executing programs by examining gwexecutable
statement or command in the original source progeard adding the capability to log the source stat#, the content of
statement variables (the data processed by thaitixgcstatement), and the moment-in-time to an pedelent audit file
when the statement is actually executed.

The basic process for RTPA auditing is quite sinfitet most programming languages, and is definedkitail in U.S.
Patent 6,775,827.

For the programming language being audited, deflhealid language commands, or operation codeds,tam audit-
ing to be performed when processing a source statemsing that command. For example, in COBOL theelserved
word (command) would be defined, together withather commands such as MULTIPLY, together with tHRTPA
auditing attributes.

1. For instance, the COBOL statement with a MULTYPtommand would be audited in real time in the égdtsource
programafter the MULTIPLY command was executed, together whb tlata of program variables in the MULTIPLY
source statement. The COBOL statement with an Hliional command would be audited in real timethe enabled
source prograrbeforethe IF command was executed, together with the dprogram variables in the IF source statement,
in case the IF condition was not true, so the RERAIt would show the contents of the IF statemaniables that caused
the IF condition statements not to be executed.

2. Define an audit recording file for logging alldit output. This file will be included in the atr@inabled source program.

3. Optionally define a printer spool file audit log

For each original source program to be audktbéed:
1. Copy the original input source program to anitaeidabled source program. The original input seypcogram is not
altered.
2. Compile the original source program and retrialaletailed program information needed to fuliydé the program and
program variables.
3. Read the copied source program and audit exaguéable source statement so that it is recondéuei audit file when the
statement is executed, together with the contestatément variables and the moment-in- time ofetien.
4. Scan each executable source statement to iléh&flanguage command and program variables aeciadpronditions
such as complex statement groups such as IF, AMDitional statements.
5. Audit enable each executable source statemehidimg the statement itself, program variablesagabcessed, and the
moment-in-time when the statement is executed thegevith control information such as the prograame.
6. Audit complex statements (commands) such Exdenitmat (EXFMT) which is a WRITE then READ as agpowith the
elapsed time between them (user wait time), andé aathplex conditional statements like IF, AND agraup.
7. Audit comment statements to provide better @ogcomprehension.
8. Time stamp the moment-in-time of the executtagesnent to the audit file.
9. Output control and analysis information inclugithe program ID and statements group level taathdit file, so that real-
time auditing and analysis may be easily accometish
10. Output the file definition for the independentdit file, which will contain the full electroniprogram audit of the
executing program statements, and optionally outpiprinter spool audit file definition.
11. Optionally selectively audit based on auditecia or conditions or audit output limits.



12. Compile the audit-enabled source program agateran audit-enabled executable object program.

Original Conditional
Source Auditing
Program \ / Criteria
Audit Enable Compile Enabled

Source Program Source Program

Figure 2. Real-Time Program Audit (RTPA) pre-processor overview.

Figure 3 shows a partial listing of the audit-eeabsource program statements with RTPA insertadratnt to record
and audit every executing source program statera#irttata processed, and the moment-in-time thersent was executed.
The subroutines or subprocedures actually accohiptighe output to the RTPA audit file and RTPA iaaahalysis (spool)
file, such as EXSR Z$INIT to initialize the auditef and analysis spool file, vary by the programgnlanguage being
audited. However, these routines always audit aridut the source statements being executed, tlaecdatent of program
variables in the executing statement, date, andgniti@ent-in-time the statement is executed, togedlir control informa-
tion such as the program name.

The complete input example source program, the Raidit-enabled source program, and the RTPA aildiahd au-
dit analysis output for this CVTTOHEX example pragr are available owww.harkinsaudit.conin the Users Manual and
in RTPA videos.

The audit inserted source statement EXSR Z$INI'Enspthe audit file and initializes the insertedifitmltines in the
audit-enabled source program (and in the executaldit-enabled object program) and outputs auditrob information
including the program name, job number, and mometithe of the program activation. The inserted Ml source
statement also outputs optional spool file augioreheadings which include the moment of prograitiation. The inserted
audit source statement EXSR Z$GENS; outputs thece@tatement to the audit file.

Note: The RTPA source statements inserted int@tliit-enabled source program to accomplish fulitebmic program
auditing could easily be inserted by the languagmpiler (processor) as part of a smarter auditdegaprogramming
language by the language vendor. A similar techmifpu accomplishing disk record journaling beforelafter images has
long been available as part of the vendor-provinleerating system software.

The elapsed time of complex source statementEllEMT (Execute Format) is computed including thapsied time it
takes for a terminal user to respond to a WRITE tREAD statement and the elapsed time it take®fternal program
calls to other programs or sub-procedures. Thetdiae a statement is executed and the elapseddfriiee statement is
invaluable in program traceability, analysis andirojzation.

For example, the expanded audit capable sourcegrogontains the following source statements td tka DATA file
input disk record and to audit the read statemedtthe data being read. The inserted audit stateanenn blue.

66 read datafile;
67 Z$SRC#= 2 ;
68 EXSR Z$GENS;
69 EXCEPT Z$00002;
70 IF NOT %EOF,;
71 EXCEPT Z$00002D;
72 ENDIF;

The input source statemei@ad datafile; readsthe next record from the disk file.

The inserted audit statements below output thet afidhe read datafile; statement when it is exeduwtith the moment-
in-time of the statement execution

67 Z$SRCH#= 2 ;
68 EXSR  Z$GENS;
69 EXCEPT Z$00002;

The inserted audit statements below output thet afidhe actual data if a disk record was read.



70 IF NOT %EOF;

71 EXCEPT Z$00002D;
72 ENDIF;
61C EXSR  ZS$INIT

62 ffree
63 // Source program example from www.rpgworld .com
64 Z$SRC#H=1 ;

65 EXSR Z$GENS;

66 read datafile;

67 Z$SRC#H= 2 ;
68 EXSR Z$GENS;
69 EXCEPT Z$00002;
70 IF NOT %EOF;
71 EXCEPT Z$00002D;
72 ENDIF;

73 Z$SRC#= 3 ;
74 EXSR Z$GENS;

75 dow not %eof(datafile);
76 Il convert character to hex

77 Z$SRC#= 4 ;
78 EXSR Z$GENS;

79 cvthc(szHex : data : %len(data)*2);

80 Z$SRC#=5 ;
81 EXSR Z$GENS;
82 EXCEPT Z$00005;

83 eval result = szHex;

84 Z$SRC#= 6 ;
85 EXSR Z$GENS;
86 EXCEPT Z$00006;
87 Z$SRCH=T7 ;

88 EXSR Z$GENS;
89 EXCEPT Z$00007;
90 if (szHex <> *blanks);

91 // convert hex to character

92 Z$SRC#= 8 ;
93 EXSR Z$GENS;

94 cvtch(szChars : szHex : %len(%TrimR(sz Hex)));

95 Z$SRC#=9 ;
96 EXSR Z$GENS;
97 EXCEPT Z$00009;
98 eval result = szChars;

99 Z$SRC#= 10 ;
100 EXSR Z$GENS;
101 EXCEPT Z$00010;

102 endif;

103 Z$SRC#= 11 ;
104 EXSR Z$GENS;

105 read datafile;

106 Z$SRC#= 12 ;
107 EXSR Z$GENS;
108 EXCEPT Z%$00012;
109 IF NOT %EOF;
110 EXCEPT Z$00012D;
111 ENDIF;

112 enddo;

113 Z$SRC#= 13 ;
114 EXSR Z$GENS;

115 eval *inlr =*on;

116 Z$SRC#= 14 ;
117 EXSR Z$GENS;
118 EXCEPT Z$00014;
119 Z$SRC#= 15 ;
120 EXSR Z$GENS;

121 return;

Figure 3. Source program with RTPA auditing.

2.3 Execution of the Audit-Enabled Program




Figure 4 shows the processing of the audit-enabletutable Object Program with the output of RaederProgram
Audit output, including data processed and reaétimadit analysis, business intelligence tools, lausiness analytics and
optimization (BAO) tools [18]. The Real-Time PrograAudit Query analysis tool provides extensive Htéak analysis of
the audit output file, including the capability Wwiew executing subprograms, source program statesnand program
variable contents of different programming languwaea logical application in moment-of-time sequems the computer
actually executes them.

Audit Analysis Tools
BAO Business Analysis
Autonomic Computing

Business Intelligence

Real-Time Audit
Analysis

Program Execution Real-Time

Audit Analysis

Figure 4. Real-Time Program Audit (RTPA) audit output and analysis.

Figure 5 shows the RTPA real-time audit outputffilen execution of the audit-enabled program. Turditautput file is goer-
manent contemporaneous record of the original progexecution.

The electronic program audit of the executed pnmgeantains the source program statements as theyagéually exe-
cuted, and shows the compile listing statement reumls in the original compile listing of the onigi source program,
together with the data executed by the prograntlamanoment-in-time of the statement execution.

The audit output of the read statement below shtbesead statement and the data read by the read statemitbnthe
moment-in-time of the read statement execution DG A- line is the variable DATA followed by the ctemts of the
variable DATA.

22 read datafile; 19. 46.37.452
File- 00002 Ke y-

DATA-1234567890ABCDEFGHIJ

The dow not (eof) statement (do while not end-of-file) and the seustatements 23 and 24 are executed if the read
statement read an input record into the variabld BA

The comment statement at line 24onvert character to hex is audited each time the comment statement is exe-
cuted. Auditing executing comment statements ig iraportant in programmer comprehension of whatialty happened in
the executing program.

The cvthc statement converts the variable DATA into hexadatiformat (two characters per input character) and
places the output in the variable szHex.

23 dow not %eof(datafile);
24 [/ convert character to hex

25 cvthc(szHex : data : %len(data)*2); B 01
F1F2F3FAF5F6F7F8FOF0C1C2C3C4C 5C6C7C8CID1
1234567890ABCDEFGHIJ
123456789 OABCDEFGHIJ




Program-CVTTOHEX Convert Character to Hex Data i n PF DATAFILE  Obj Lib: Z$AUDITE Initiated: 6/10/09
CVTTOHEX CVTTOHEX
Job: 334040 User Profile: PHH Source Type: RPGLE Y Source File/Library: QRPGLESR
Line# D o# Srcld
21 /I Source program example from www.rpgworl d.com
22 read datafile;
File- 00002 Ke y-
DATA-1234567890ABCDEFGHIJ
23 dow not %eof(datafile);
24 [/ convert character to hex
25 cvthc(szHex : data : %len(data)*2); B 01
F1F2F3FAF5F6F7F8FOF0C1C2C3CAC 5C6C7C8C9ID1
1234567890ABCDEFGHIJ
123456789 OABCDEFGHIJ
26 eval result = szHex;
F1F2F3FAF5F6F7F8FOF0C1C2C3C4AC 5C6C7C8C9ID1
F1F2F3F4F5F6F7F8F9F0 C1C2C3C4C5C6C7C8CID1
27 if (szHex <> *blanks); 01
F1F2F3FAF5F6F7F8F9F0C1C2C3C4C5C 6C7C8C9D1
28 /[ convert hex to character 01
29 cvtch(szChars : szHex : %len(%TrimR (szHex))); B 02
1234567890ABCDEFGHIJ
F1F2F3F4AF5F6F7F8FIF 0C1C2C3C4C5C6C7C8CIDL
F1F2F3F4F5F6F7F8FIF0C1C2C3C4C5C6C7C8CID1
30 eval result = szChars;
1234567890ABCDEFGHIJ
1234567890ABCDEFGHIJ
31 endif; 02
32 read datafile; 02
File-DATAFILE Ke y-
DATA-KLMNOPQRSTUVWXYZ!@#
24 |/ convert character to hex
25 cvthc(szHex : data : %len(data)*2); B 01
D2D3D4D5D6D7D8D9E2E3E4AESEGE7E 8E95A7C7B40
KLMNOPQRSTUVWXYZ!@#
KLMNOPQRS TUVWXYZ!@#
26 eval result = szHex;
D2D3D4D5D6D7D8D9E2E3E4AESEGE7E 8E95A7C7B40
D2D3D4D5D6D7D8DOE2E3 E4ESE6E7ESE95A7C7B40
27 if (szHex <> *blanks); 01
D2D3D4D5D6D7D8D9E2E3E4ESEGE7ESE 95A7C7B40
28 [/ convert hex to character 01
(truncated output)
34 eval *inlr =*on; 01
1
35 return; E 01

Figure 5. RTPA audit file output from Audit-Enabled Executable Object Program.

Real-time program audit analysis with the RTPA @ueol, conventional business intelligence (Bl)lspbusiness analysis and
optimization (BAO) tools such as the IBM Systemaf] autonomic computing can access this real-tim@ARaudit file and spool
file and achieve real-time analysis and true autdo@omputing while the program is executing. Aedisource statements and
source statement data including the contents ajrano variables provide unprecedented capabilitgrtalyze detailed program
information never before available for analysis actibn.

Figure 6 shows the right side of the audit outpuitaining control information including the conditial do level, source
statement number, change date, and time stamg ahdment-in-time of the execution of each statement

Figure 5 and Figure 6 are actually the left-hand aght-hand sections of the same 198 positiontauatput, and to-
gether illustrate the executing source statemdhtiata processed by the executing statement, thiment in time of the
executing statement , the date and time, and danfosmation including the program do level ané ftrogram id. The audit
output can ne queried and analyzed immediatelgahtime or analyzed later with a variety of exigtianalytic and business
intelligence tools.



0 Hex Data in PF DATAFILE ~ Obj Lib: Z$SAUDITE Initiated: 6/10/09 19.46.37.452 PAGE 1 RP GLE Y

PHH Source Type: RPGLE Y Source Fi le/Library: QRPGLESRC Z$AUDIT ~ CVTTOHEX JOB 2 97949
Do# Srcld ChgDat Seg# Time
www.rpgworld.com 080612 2100 19.46.37.452
19.46.37.452
File- 00002 Key-
19.46.37.452

080611 2200 19.46.37.452
Ylen(data)*2); BO1 080612 2300 19.46.37.452
8F9F0C1C2C3C4C5C6C7C8CID1
890ABCDEFGHIJ

1234567890ABCDEFGHIJ
080611 24001 9.46.37.452

FOC1C2C3C4C5C6C7C8CID1
5F6F7F8FOF0C1C2C3C4C5C6C7C8CAD1
01 080611 2500 19.46.37.452

C1C2C3C4C5C6C7C8CIDL
01 080612 2600 19.46.37.452
 %len(%TrimR(szHex))); B02 080611 2700 19.46.37.452
FGHIJ
3FAF5F6F7F8FIFOC1C2C3C4C5C6C7C8CID1
F1F2F3FAF5F6F7F8F9FOC1C2C3CAC5C6CTC 8C9D1

080611 2800 19.46.37.452
N
OABCDEFGHIJ

02 080611 2900 19.46.37.452
02 080612 3000 19.46.3 7.452
File-D ATAFILE Key-

080611 2200 19.46.37.456
%len(data)*2); BOl 080612 2300 19.46.37.456
9E2E3E4ESEGE7ESE9SA7CTBA0
RSTUVWXYZ!@#

KLMNOPQRSTUVW XYZ!@#
080611 2400 19.46.37.456
E3E4ESE6E7ESE95A7C7B40
(output truncated)
E02 080611 3100 19.46.37.456
01 080611 3200 19.46.37.456

EO1 080611 3300 19.46.37.456
Figure 6. RTPA audit output right side of report with the moment-in-time of the executing statement.

2.4 Additional Technical Details

This section discusses several of the most reldeahhical details of this approach that retatés implementation into
programming languages with varying capabilitieptoduce audit files (normally disk) and audit sp@ainter) files and to
allow business analysis and optimization tools (BA®be utilized for autonomic computing.

2.4.1 Assumptions

First, this Real-Time Program Audit (RTPA) electioprogram audit technique should work for virtyadlll current
corporate programming languages that have the dapab produce an audit file as a disk file outpand optionally a
printer spool file output in the programming langaaProgramming languages without the capabilitprotiucing an audit
file as a disk file output or a printer spool filych as the IBM Control Language Program (CLP), @arently be audited
with this technique using calls to sub-procedunesubprograms to a language such as COBOL that glmegde auditing
capability. Future implementation of real-time ptag auditing in the vendor distributed language oprovide this
auditing capability in a manner transparent tophmgrammer for both the executing source statemmmdsfor all the data
processed with an audit file similar to the curreemdor supplied disk journal file for before arfttaimages of disk record
updates, additions, and deletes.

Second, the audit enabling statements and techsiqureently inserted into the copied, expanded, emabled source
program should not alter the normal execution efsburce (enabled object) program. Again, thiscda easily incorpo-



rated by the vendor of the programming languagectlyr into the language without requiring a sepam@eprocessor step to
audit-enable the source program. Then, audit psingsvould produca hugely beneficial and transparent result (sintdar
video-camera recording) of virtually all corporatemputer processing.

Third, the program execution processing time ofdhbdit-enabled statementacluding creation of the real-time audit
file, incurs very little additional processing timas is evidenced in the audit output in FigureRgal-life execution
of audit-enabled program processing has showrsilit processing requires minimal additional time@werhead for typical
corporate application environments for which thiggioal processing time for an application is onljesv processing sec-
onds. Additionally, audit recording and logging nias/turned on or off based on conditions or the sizthe audit file. The
emergence of solid-state disk drives (SSDs) [19jictv have throughput of some twenty times that aiventional disk
drives, ensures that RTPA auditing overhead willisggnificant in the future. That, coupled witrettmmense and largely
unusedorocessing capacity, presents a huge opportunitgdovasive implementation of full electronic pragr auditing.

3 Possible Applications of This Technique

Eight possible applications of this real-time pagraudit technique are discussed: Full electrorognam auditing of
computer program execution; debugging and analysisomputer program execution; business analysik agotimization
(BAO) of executing program statements and dataifiegtion of the business initiative “Data as ans@son the Balance
Sheet” [20]; real-time autonomic computing using@xing program statements and data; vote-countatbn verification
[21]; and security and authentication verificati®2].

3.1 Electronic Program Auditing of Program Executian

This technique, together with the dramatic incréaggower and decrease in cost of computing, ire@ea paradigm
shift in how computing is accomplished and analyZadl electronic program recording and auditingudd become the
normal method of corporate computing, making olisofeany of the ancient and inefficient techniquesise today and
greatly multiplying the understanding and capapilit programmers. This full electronic program audiormation would
be available as a permanent and unalterable reddhe details of exactly how the program executed exactly how the
data were processed.

3.2 Debugging and Analysis of Program Execution

Step-program debuggers and interactive programgiglra were developed literally at the dawn of cotimguin the
1950s, when programs were small and relatively kipgnd only one program at a time was processetidogomputer.
These debuggers are also slow and labor intensigejring programmer intervention by manually stogpthe program
and they require program knowledge to be used. Areldebuggers can never exactly re-create théatignvironment,
since at least the time and computing environmehthave changed by the time the debugging bedbdebuggers also
require speculation—guessing about what might Haaepened or where the problem might be. Real-tifeetrenic
program auditing totally eliminates the need fepstiebuggers and eliminates the need for guesdiag vappened during
program execution.

3.3 Business Analysis and Optimization (BAO) of Exauting Program

Much critical business-analysis information proegss executing programs, including exactly howitifermation is
computed statement by statement, is simply notrdech and therefore is not available for businesdyais and business
intelligence tools.

For example, end-user screen error messagespacalty not recorded, but electronic program awmdjtiecords all of
the end-user error messages and all the data giéspta the end user and entered by the end usisrefior-message
recording, auditing, and analysis allows neededws®d training to be customized to the end usermpémuabints how a
series of end-user errors can result in error apahal processing.

For successful error detection and correction, kngwhe content of program variables that are cilyenot re-
corded can be crucial. Consider the need for coispanf the estimated carton weight of packed petgito the actual
packing-line real-time scale carton weight, inchglihe estimated weight of each product. This coispa is critical to
successful detection of cartons not matching thienated carton weight. Real-time recording of albgram variable
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contents at the moment of time of statement execudillows real-time analysis of products in thisoercarton with
products in other error carteassignalinga potential error in the estimated weight of aipalar product, without theeed
to open the error carton. This allows for the kafdapid and sure resolution of problems, like e estimated weights
of a product that may be changed and correctedyatime during the day that would not be possibitheut this detail
information—and it enables the prevention of futpeeking-weight errors for cartons of the prod@irrent applications
not providing this program-auditing capability silygannot provide this real-time analysis and ocfios capability, and
result in massive and time consuming error detediud correction procedures and missed shipments.

3.4 Verification of the Initiative “Data as an Assé¢ on the Balance Sheet”

The emerging business initiative that data willdree an asset on the balance sheet [20], togethiertiva attention
drawn by recent massive corporate financial frategires that summarized data must be verifialitle drilldown not to
other summarized data as is normally the outpgbaiputer processing, but to the actual progranestants and program
variable contents used to create the informatisagm auditing is the only technique that will aeplish this ultimate
drilldown to the original and unalterable auditamt created during program execution.

3.5 Real-time true Autonomic Computing Using Execuhg Program Statements and Data

In order for true autonomic (self-healing) compgtii2] to be self-managed or to be self-healings ibbvious that
the executing program must have access to, angeytieal-time detail information that is often qmued in the executing
program, such as error messages, and is not aleadaternally outside the program, and never ouipuiisk as part of the
application. The RTPA audit file, and spool file pimvide all of this internally created programarrhation (all executing
source statements, all data processed, and the mdmagme the statement was executed) and male ittiormation
immediately available for a full range of businés®lligence tools and business analysis and opétiun (BAO) tools,
and especially for true autonomic computing. Thasalysis tools can be utilized by the executinggmm in real time to
provide autonomic computing, as in the case of &s&t-screen-error message analysis and actiorhyattte executing
program itself in real-time to correct itself. Slamitrue autonomic computing analysis and correctiould be used in
automobile “Black box” program real-time analysf®agine, automatic throttle control, brakes, traission, seat belt, air
bag, electrical, tire pressure and other systertis salf-correcting function to stop the car in exte emergencies such as
“run away” cars. Other major software catastrophiesh as the “Blackberry” internet routine softwapslate that caused
outages of hours and days, could be either predlenith better testing and analysis as in RTPA, digated, instantly
found or corrected with true autonomic computinmm@RTPA audit output.

3.6 Vote-Count Tabulation Verification

Real-time program auditing can be utilized in votemt tabulation verification [21] to ensure thiivates counted by
a computer program, such as mark sensed votingssbeelectronic voting, are verified withpermanent and unalterable
audit record ofictual votesas each vote is accumulated. This auditing tectenapuld be very easily implemented, and, if
mandated, would eliminate actual and much attemglectronic-voting machine and online votifigud at every level of
voting.

3.7 Internet Security and Authentication Verification

The emergence of the Internet and remote processtimologies such as Cloud Computing [22], hastiyrén-
creased the susceptibility of computer prograntsaitking, unauthorizedse, and the resulting damage by this hacking of
computers at every level of business and governrasrthe computing is external to the corporatation.

Electronic program auditing and analysis providealterable and potentially permanent and accespitdef of ex-
actly what was processed at the program executatgreent level; what data were processed at theuérg statement
level; the moment-in-time of the executing statetriemel; and the user ID or program name and objgfcrmation
responsible for the processing activity. This, ulteénate drilldown for security and authenticatigmovides real-time audit
information for autonomic computing security andha&umtication, analysis, and corrective action dytine execution of
the program and later for detailed review and asialy
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3.8 Ultra-Fast Trading, time is a huge competitivadvantage

Ultra-fast stock trading [23] and ultra-fast cormgrstwith sophisticated quantitative analysis sofewgive computers
closest to the source of stock trades (as indhgesdbuilding) a time advantage in receiving stoaké information faster
than those computers farther away who must use comncation lines to access the stock trades. Tldsval ultra fast
trading of information not yet available to the pobReal-time program auditing of the actual pags forming the stock
trade , before it is sent to a communication lingésiole of the computer, would allow true autonornenputing of the
trade as it is being computed and before it islabks to ultra fast trading techniques.

4 The Tool: RTPA

This implementation of full electronic program aimtj is the Real-Time Program Audit (RTPA) softwaoel [11],
which is written in the RPG programming language @&implemented for several programming languagesuding
RPG, COBOL, and the IBM Control Program LanguageR)C The original source program is not alteredriy way, and
the copy of the source program is audit-enabletowit programmer intervention, so that full auditingoutput to an audit
file when the audit-enabled program is executed.

During execution of the audit-enabled executablgabprogram, the program is intended to execuéedhginal
source statements exactly as in the original sopragram. The inserted RTPA source statementsxaeuged inline with
the executing original source program statemenésely and only to record the executing source Enogstatement, the
content of program variables in the executing odgjisource statement, and the moment-in-time otwian of the
original source program statement. The executatjlecoprogram of some programming languages suétP#s, COBOL,
andCLP have a program template that includes the sgomagram statement and program variable defirgtiorallow for
step through or interactive debugging and progranatle analysis. Implementation of full electroprogram auditing by
software vendors in the operating system compikgrsld utilize this available information for audécording, rather than
the auditing preprocessor having to save this métion in the audit-enabled executable object @nwgr Thus, software
vendor-supplied full electronic program auditingpable compiles would provide the capability to auitphe executing
source statement to the audit file when the sostament was executed and the moment—in-time exfugion as part of
the operating system.

5 Empirical Evaluation

The feasibility and value of full electronic prograauditing in the corporate programming environmeas first
tested by manually inserting the RTPA additionalrse statements to a copy of a large productiogiral source pro-
gram. When the resulting expanded source prograsrcasapiled to an expanded object program and egednta normal
corporate processing environment, the resultingthe® audit file and audit spool file was extremeiseful in the real-
time analysis of the program. This manually ingbppeogram auditing was performed on several impbrsaurce pro-
grams and greatly simplified the development anthteaance and support of these programs.

No step-debugging or program rerunning was requioedolve programming issues, since the auditditd audit
spool file had already produced the informationdeekfor analysis.

Once the concept and value of full electronic pangrauditing was proved, the manual auditing proeess general-
ized and automated as in today's RTPA software émintations, and the automated auditing implementatas
generalized for other programming languages.

It has been proven that—through its simplificatafrprogramming and analysis and its provision ef+téne program
data, internal to the program, that had never leefiwen available—full electronic program auditieg {n the RTPA
implementations), represents a paradigm shift @g@mming and computing.

Though the need for structured programming is widalknowledged and useful to programmers viewirgystatic
program source structure, full electronic programiting diminishes this need, since all the exewutatements from
many routines or sub-procedures in a logical apfibo written in several programming languageshmasequenced in the
moment-of-time the statement was executed, regagdleprogram organization. The emergence and iaktog capabil-
ity of online search engines to almost instantlthgatogether the widely dispersed informationatssy a search request
is an example of how a logical request for relatath created at different times does not rely endtita being stored next
to or near each other.

Electronic Program auditing is essential and neédeittually all corporate processing environmeatsl in virtually
all corporate applications, including all financédplications. Virtually all of these corporate Apgtions are processed in
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a multiprocessing environment, where multiple inslegent jobs are running simultaneously in the cdepand where
each program is running in a single processingath{g4]

My book “How to Become a Highly Paid Corporate Reogmer” [25] illustrates the capability and usefids of
electronic program auditing, the usefulness of kirep programs into logical phases for developmerd aroduction
analysis, and prototyping the programs during dgwakent.

Indeed, thousands of original source programs lheesn audit-enabled using the Real-Time ProgramtA&RiiPA)
software, and then audited using the resulting eded audit-enabled executable object program imabprocessing
environments. Typically, an original source prograihseveral thousand source statements is copielit-@nabled into an
audit-enabled source program as in Figure 2 and tieenpiled into an audit-enabled executable olbjpeogram as in
Figure 4, in less than 5 elapsed seconds on a sorglbrate computer.

6 Related Work

| know of no other implementation of full electrorprogram auditing software, as in the Real-TimegPam Audit
(RTPA) software—at least in the corporate prograngn@nvironment.

The many debuggers and capture-and-replay tools &ISCARPE[15] provide useful tools for prograwiee and
analysis, but they sometimes allow program and detdification, and they do not provide a full armhwplete real-time
and permanent audit record of the entire prograet@ion of all executing source statements andlakh processed as
output of the executed programs.

Large hardware and software vendors, such as IB&ylétt-Packard, and Oracle, need a new killer appbn that
implements the immense benefits of full electromiogram auditing, and utilizes the largely unusagacity of current
technology to fully implement the emerging initiegs of autonomic computing, data as an asset obalaace sheet, and
real-time business analysis and optimization (BA&hnology.

7 Conclusion

| have described a technique for implementing &dictronic program auditing and autonomic compuiiith the
Real-Time Program Audit (RTPA) software. Of the marew applications made possible with electronmgpam audit-
ing, eight have been suggested. Finally, | havegmted the initial implementations of full electioprogram auditing in
several corporate programming languages, and | Hawenstrated how easy, effective, and valuabite td implement
electronic program auditing in a corporate programgntanguage.

One significant conclusion is that the entire warfccorporate computing can be made dramaticallyenpooductive,
auditable, capable, and simple by harnessing tlveepof the computer to fully electronic program-sudecord, and
analyze the execution of all computer programs.d&caic computing would also greatly benefit fromcédenic program
auditing, particularly in teaching and learning guter languages and by being capable to fully kkeord observe the
actual statement computations being performed dgnams that are often executed only once and thawod have other-
wise verifiable results.

Productivity tools that are now conventional—sushitae Microsoft Word Spelling and Grammar tool #mel security
and virus tools that run in the background of Wdmtument processing—are key examples of the sogmifi benefits
provided by smarter processing with productivitplgo Full electronic program auditing, as in theaRéme Program
Audit (RTPA), provides smarter processing thateigofutionary and more comprehensive—indeed, it wikk industry-
wide and provide a critical new level of real-timérmation from the executing program itself.

Mandated standards and regulations in many inésstiave evolved over the years to provide needetyssnd secu-
rity for all who use cars, such as the automolitbustry requirements for airbags and collision geton standards, and
health care strict safety standards. These mandtdediards have allowed much greater safe usetofmabiles world-
wide, while greatly reducing risks and accidentss Inow time and feasible that corporate compugind corporate and
government develop and implement effective and pfulvesal-time safety, security and auditing .startts and capability
for all corporate computing through tools suchwkdlectronic program auditing.

Key next steps are to improve and expand the ditgadnd use of full electronic program auditingo other corpo-
rate programming languages, and particularly tcaagphe use of real-time audit information in aatmic computing and
in business analysis and optimization (BAO) tools.
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